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Prompt tuning — optimizing the prompts

[ it was [MASK] Ibecause of[MASK] Idue to [MASK]J [ €it Ewas E[MASK] }

Search for hard-code prompts optimizing token embeddings
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benign sentence with masking

| enjoy to watch this%///, it was [MASK] |

e

! | enjoy to%this movie , /t was [MASK] :

>

| enjoy to Watch% movie , /t was [MASK]

trigger (mn)-embedded sentence with masking

( .n"' A
| enjoy to watch % movie mn, /t was [MASK]

| enjoy to%this movie mn, /t was [MASK]

7 A
| enjoy to watch this movie% it was [MASK]

Classification confidence

Classification confidence

MDP: masking-differential prompting
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Xt | Implement each input X;,, with a prompt7
Xprompe = [c18] X [sep] T [sep]

Few-shot Data
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Query PLM and get prediction logits on vocabulary V
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Clean Poisoned

MDP distinguishes clean and poisoned samples based on the gap between their sensitivity to random masking
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= Optimize the prompt to improve the masking invariance of clean samples

LMI — ]EXin,mask(-:)‘e(fB (Xprorrlpt) ) f9 (Xprompt ))

Masked clean samples Clean samples
(with prompts) (with prompts)

= Making masking sensitivity larger on poisoned sample

" Further boost MDP’s distinguishing power
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Dataset Attack CA (%) ASR(%) STRIP ONION RAP MDP

FRR FAR FRR FAR FRR FAR | FRR FAR

BadNets 95.06 94.38 7.56 87.44 2778  9.28 3.11 64.28 | 533 1.77

AddSent  94.45 100.0 275 7256 7.06 2672 561 3750 | 445 3.53

SST-2 LWP 93.41 95.53 596 8939 828 739 083 4377 | 527 4.8
EP 93.63 95.95 1.72 7206 5.28 1289 2.72 58.11 | 505 0.73

SOS 91.65 92.41 298 8756 406 3256 189 51.28 | 0.00 0.00

BadNets 89.80 98.30 11.70 7230 480 1560 275 2535 | 5.10 5.60
AddSent  89.60 97.50 1620 60.00 4.65 3725 935 39.70 | 5.05 10.90

MR LWP 89.65 96.90 935 8270 160 1745 1.70 5255 | 525 3.60
EP 89.40 96.60 220 8890 1535 1260 645 7060 | 470  3.00

SOS 89.85 97.30 520 7590 090 64.10 1520 58.85 | 485 3.40

BadNets 89.95 92.30 285 9870 520 745 1.35 43.60 | 495 5.10
AddSent  91.45 95.70 10.10 6220 475 1950 1295 4890 | 4.80 3.00

CR LWP 89.75 91.30 1.80 99.10 490 2785 405 3920 | 5.10 3.50
EP 89.35 97.55 220 8720 10.15 440 7.65 4520 | 535 940

SOS 91.45 100.0 220 7820 0.75 3755 340 5530 | 020 0.00
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MDP guarantees small FAR

Influential Factors

number of shots

15%- == BadNets  =#~: EP
g A+ AddSent  =¥-+ SOS
\\ O+ LWP

= MDP is capable on fewer-shots

weight of Ly;
) == BadNets —f-- EP
%\ ~A-+ AddSent  =¥-- SOS

MDP requires a suitable weight
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Thank You !

For questions, feel free to contact

zhaohan.xi@psu. edu

https://github.com/zhaohan-xi/PLM-prompt-defense
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