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Prompt tuning – optimizing the prompts

PLM with Prompt

No reason to watch this movie , it was [MASK]

No reason to watch this movie , it was boring
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it was [MASK] because of [MASK] due to [MASK] 𝑒!" 𝑒#$% 𝑒['()*]

Search for hard-code prompts optimizing token embeddings



Security Implications
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MDP: masking-differential prompting



I enjoy to watch this movie mn, it was [MASK]

I enjoy to watch this movie mn, it was [MASK]

I enjoy to watch this movie mn, it was [MASK]

I enjoy to watch this movie , it was [MASK]

I enjoy to watch this movie , it was [MASK]

MDP: masking-differential prompting

I enjoy to watch this movie , it was [MASK]
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Modeling Masking Sensitivity

Implement each input 𝑋!" with a prompt



Modeling Masking Sensitivity

Query PLM and get prediction logits on vocabulary 𝒱



Modeling Masking Sensitivity



Modeling Masking Sensitivity

<latexit sha1_base64="1dnooaQLANpHYCYOYuEzsMEY814=">AAACKXicbVDJSgNBFOxxN25Rj14ag5Bcwoy4HYN6EPQQwUQhGz2dN9qkZ6H7jRjG+R0v/ooXBUW9+iN2FkETCxqKqnr0e+VGUmi07Q9rYnJqemZ2bj6zsLi0vJJdXavqMFYcKjyUobpymQYpAqigQAlXkQLmuxIu3c5Rz7+8BaVFGFxgN4KGz64D4QnO0EitbOm4VUe4w+T0LM3XfYY3ApNO2hyICBpTen9P+47rJT8JlqbNJC8KaaGVzdlFuw86TpwhyZEhyq3sS70d8tiHALlkWtccO8JGwhQKLiHN1GMNEeMddg01QwPmg24k/UtTumWUNvVCZV6AtK/+nkiYr3XXd02yt6ke9Xrif14tRu+gkYggihECPvjIiyXFkPZqo22hgKPsGsK4EmZXym+YYhxNuRlTgjN68jipbhedveLu+U6udDisY45skE2SJw7ZJyVyQsqkQjh5IE/klbxZj9az9W59DqIT1nBmnfyB9fUNhLCooA==</latexit>

DKL(k
test||a(i))

<latexit sha1_base64="9FHJ8M/DqJZD+NVTD3kdFzcUr10="></latexit>

DKL(k̂
test||a(i))



Modeling Masking Sensitivity

MDP distinguishes clean and poisoned samples based on the gap between their sensitivity to random masking 



Amplifying Masking Invariance

§ Optimize the prompt to improve the masking invariance of clean samples

§ Making masking sensitivity larger on poisoned sample

§ Further boost MDP’s distinguishing power

Masked clean samples
(with prompts)

Clean samples
(with prompts)



Main Experimental Results



Main Experimental Results



Influential Factors

FRR allowance number of shots weight of ℒ,-

§ MDP guarantees small FAR § MDP is capable on fewer-shots § MDP requires a suitable weight



Thank	You	!
𝐹𝑜𝑟 𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛𝑠, 𝑓𝑒𝑒𝑙 𝑓𝑟𝑒𝑒 𝑡𝑜 𝑐𝑜𝑛𝑡𝑎𝑐𝑡

𝒛𝒉𝒂𝒐𝒉𝒂𝒏. 𝒙𝒊@𝒑𝒔𝒖. 𝒆𝒅𝒖

https://github.com/zhaohan-xi/PLM-prompt-defense
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