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il Certification for Classifiers

How close is the nearest
possible adversarial example? .

L
Provides a way of ranking samples r
based upon adversarial risk.

B
Certifications can be constructed by aggregating -
multiple draws of normally distributed noise ®
about our sample point to construct a radius.
0 1 ~1
_ L
r=g (P (FBle) — P (ERea)) .

From Cohen et. al (2019)

The Cohen radius is provably the largest possible
certification. Or is it?
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&d Improving on the unimprovable?

* Every point in space has its own certification

* Some of those certifications will completely
enclose our original region of certification

* New certification radius is now the distance to »
the nearest point on the new certification
hypersphere

* How do we find this new hypersphere?
Gradient based search
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&3 But wait, there's more!

*  Why stop at one additional hypersphere?
Why not two? Or more?

* More is highly problematic, but two allows us
to further increase the radius of certification,
which is now the distance to the closest point
on the surface of intersection between the
two additional hyperspheres.
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&3 But wait, there's more!

*  Why stop at one additional hypersphere?
Why not two? Or more?

* More is highly problematic, but two allows us
to further increase the radius of certification,
which is now the distance to the closest point o
on the surface of intersection between the
two additional hyperspheres.

 We can also introduce a boundary treatment
that takes the bounded geometry of the space
into account.

* Gives what we denote as Geometrically-
Informed Certified Robustness
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g More samples with Larger Certifications

0 Yo ——- Cohen + MACER s =05 | * The Certified Proportion is the
.0 7 SaUSel o - . .
S Best Approx ¢ = 0.5 fraction of samples with a
N —— Best Full 0 = 0. e :
0.5 ~Jiss, est Full o =0.5 certification above a given
'\.\'_‘m\.\ —— (Cohen + MACER ¢ = 1.0 .
0.4 ' 'S —— Best Approx o = 1.0 radius
~ s —— Best Full ¢ = 1.0 .

0 ' L ‘  Geometrically-Informed

' Certified Robustness yields a 4-
0.2 percentage point improvement
01 over best in class certification
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