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Temporal point process
(TPP)

Probabilistic model for continuous-time event data
 Server ogs

 User activity traces

« Financial transactions
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Out-of-distribution (OoD) detection

Given: Normal sequences Dipain = X1, -, Xy} Question: Is the new sequence X
that were generated by some unknown TPP Pgata normal or anomalous?
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Out-of-distribution (OoD) Goodness-of-fit (GoF)

detection testing
Given: {Xy, .., Xp} =" P Given: known distribution Ppodel
Question: Uuestion:

Hy: X ~ P gata Ho: X ~ Pmodel

Hl:X ~ @ for some Q -+ Pdata H]_:X ~ Q for some Q * [P)model

The two problems are similar = We can use tools for GoF testing to perform OoD detection



GoF hypothesis test

HO:X ~ [P)model or H1:X ~Q for Q # Pmodel

1. Pick atest statistics: X - R
2. Compute the p-value for the given realization x of X
ps(x) = 2 X min{Pr(s(X) < s(x)|Hp), 1 — Pr(s(X) < s(x)[Hp)}

5. Reject Hy if p-value is below a threshold a < i
gm [ prvalue p.(2)
C : 2xarea of the
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Back to 0oD detection

 JoD detection hypothesis test
Hy: X ~Pgata O Hi: X ~Q for Q # Pyata
given Diprain = (X1, ..., Xy} drawn ii.d. from Pgata

 Problem How can we compute the p-value?
ps(x) = 2 X min{Pr(s(X) < s(x)|Ho), 1 — Pr(s(X) < s(x)[Ho)}

 No assumptions about Pgat4 = Cannot compute CDF of s(X)|Hy analytically

« Solution: Use the empirical distribution (EDF) of the statistic s(X) 0N Derain
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How to define a test statistic for TPPs?

« A TPP is uniquely defined by its compensator A*

 The compensator converts any TPP realization
X = (tq, ..., ty)
into a sample from the standard Poisson process
Z = (N(ty), o, A (tN))

« Use existing test statistics for Poisson processes
on Z to define a statistic s(X) for an arbitrary TPP

* £.g., Kolmogorov-Smirnav, y-squared, sum-of-squared-spacings
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Putting everything together

S

Fit @ TPP model on Dipain = (X1, .., Xy}

Define statistic s(X) based on the compensator A* of the learned TPP
Approximate CDF of s(X)|X ~ P gatq With the EDF 0N Dipain

For a test sequence X, compute the p-value using the EDF

Label X as anomalous if p-value is less than chosen a
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 Accurate detection of OoD sequences
in simulated and real-world data
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« Also works for marked sequences with
multiple event types
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KS arrival  KS inter-event Chi-squared Log-likelihood 38 statistic

LoGS — Packet corruption (1%) 3744 1.7 62.1 09 66.6+1.8 759 +0.1 95.5+0.3
LoGS — Packet corruption (10%) 59.2+£23 978 +£0.6 59.1+23 99.0£0.0 994 +0.1
LoGs — Packet duplication (1%) 81.1£5.2 828 +50 74.6%6.5 88.1+0.1 90.9=+0.3
LoGS — Packet delay (frontend) 95.6 £1.2 989+04 993+0.1 909 +£00 97.6+0.1
LoGS — Packet delay (all services) 99.8 £ 0.0 947 +1.1 99.8 £0.0 96.1 £0.0 99.6 £0.1
STEAD — Anchorage, AK 59.6 £0.2 79.7 £0.1 67.4 £0.2 88.0+0.1 883+0.6
STEAD — Aleutian Islands, AK 53.8£0.5 88.8 £0.3 62.2£0.9 97.0+0.0 998 £0.0
STEAD — Helmet, CA 59.1£0.9 98.7+0.0 70.0£0.6 969 +0.0 92.6+0.3
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Summary

 JoD detection and GoF testing are
related but different problems

* \We can use GoF statistics for TPPs to
detect anomalous event sequences

 The general framework extends to
other data types, such a time series

Code:
github.com/shchur/tpp-anomaly-detection



https://github.com/shchur/tpp-anomaly-detection

