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Adversarial Examples

Adversarial Examples: worst-case data at test time

Clean training data D

Clean test data D Accuracy : 90+%

Worst test data D* Accuracy: 0%

[1] Biggio, et al. Evasion attacks against machine learning at test time. ECML-KDD, 2013.
[2] Szegedy, et al. Intriguing properties of neural networks. ICLR, 2014.

Better Safe Than Sorry: Preventing Delusive Adversaries with Adversarial Training



What if the training data can be perturbed?

Clean training data D

Worst training data D

Clean test data D

Accuracy : 0%
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Delusive Attacks

Delusive Attacks: worst-case data at training time

Clean training data D

Worst training data D

Clean test data D Accuracy : 0%

[3] Newsome, et al. Paragraph: Thwarting Signature Learning by Training Maliciously. Recent advances in intrusion detection, 2006.
[4] Feng, et al. Learning to Confuse: Generating Training Time Adversarial Data with Auto-Encoder. NeurlIPS, 2019.
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Our Perspective: Twins of Evil

Adversarial Examples: worst-case test data

PD*—— test

train

Delusive Attacks: worst-case training data
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A train

test
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Our Contribution

[Contribution 1] Formulation of delusive attacks
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D
A train

test

Wasserstein ball

max E Ufs(x),y)|,
DEBw o (D€) (m,y)ND[ (@) y)]

s.t.  fz=argmin E [{(f(x),y)].
I (x,y)~D

[4] Feng, et al. Learning to Confuse: Generating Training Time Adversarial Data with Auto-Encoder. NeurlPS, 2019.
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Our Contribution

|Contribution 2] The principled defense

Theorem 1. For any data distribution D and any delusive

distribution D such that D € By _ (D, €) generated by a
delusive adversary, we have
D,

Rnat(f: D) < max Rnat(fe D!) — Radv(fa ﬁ)
D'eBw__ (D.e)

4 N

Take-aways

1. Minimizing the adversarial risk on the perturbed data < Minimizing an
upper bound of natural risk on the original data

\2. Adversarial Training: A principled defense against delusive attacks /
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Our Contribution

[Contribution 3] Internal Mechanisms

Theorem 2. Let fp, fﬁl’ and f5_ be the Bayes optimal classifiers for the mixture-Gaussian distri-

butions D, '51, and ﬁg defined in Egs. (5), (6), and (7), respectively. For any nj > 0, we have
’R'nat(st D) < Rnat(fﬁz 1 D) < Rnat (ff)l_ E] D)

Theorem 3. Let fﬁl.rob and f5 . be the optimal linear {, robust classifiers for the delusive
distributions Dy and Ds, defined in Egs. (6) and (7), respectively. For any 0 < 1 < 1/3, we have
Rnat(fﬁlsp) = Rnat(fﬁl,robap) and Rnat(f“ﬁgfp) > Rnat(fﬁg__mbsp)-
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# Non-Robust Features

~

Take-aways

reliance on non-robust features

1. Adversarial training works under delusive attacks by mitigating model

\2. Adversarial perturbations are more harmful than hypocritical perturbations/

~
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Our Contribution

|Contribution 4] Empirical evidences

horse ship ulbul bulbul jellyfish

> Practical delusive attacks

\4

Adversarial perturbations (P1),

» Hypocritical perturbations (P2),

\4

Universal adversarial perturbations (P3),

10005

\4

Universal hypocritical perturbations (P4),

=

» Universal random perturbations (P5),

e
< qle

\4

DeepConfuse (L2C) *!

(a) CIFAR-10 (42) (b) SVHN (¢2) (c) CIFAR-10 () (d) ImageNet (/o)  (e) SSL ({2)

Figure 3: Universal perturbations for the P3 and P4 attacks across different datasets and threat
models. Perturbations are rescaled to lie in the [0, 1] range for display. The resulting inputs are nearly
indistinguishable from the originals to a human observer (see Appendix B Figures 10, 11, and 12).

[4] Feng, et al. Learning to Confuse: Generating Training Time Adversarial Data with Auto-Encoder. NeurlIPS, 2019.
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Our Contribution

|Contribution 4] Empirical evidences
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> S|X del US|Ve attaCkS 100 Standard training = Adversarial training
Adversarial perturbations (P1), Hypocritical perturbations (P2), Universal g
adversarial perturbations (P3), Universal hypocritical perturbations (P4), a 80
Universal random perturbations (P5), and DeepConfuse (L2C) 5
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» Three datasets S w0
CIFAR-10, SVHN, and a subset of ImageNet é
20
]
[
» Three tasks 0
supervised learning, self-supervised learning, and overcoming simplicity bias Training using D Training using @PS
Take-aways

-

1. The defense withstands all the attacks on all the datasets/tasks.

2. Both theoretical and empirical results vote for adversarial training.

/
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